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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or www.iec.ch/members

experts/refdocs).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about I1SO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/
iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees.
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Introduction

Recent times have seen an increase in the complexity of integrating technology bringing together
various viewpoints. Some examples of this are the convergence of operational technologies (OT) and
information technologies (IT) as seen in the Internet of Things (IoT), the rise of big data and artificial
intelligence (AI).

The complexity as well as the criticality, from both a safety and a mission point of view, have given
rise to the need to communicate both the trustworthiness of products, services and technologies, and
the trustworthiness of organizations that are providing these. Having a common understanding of
the characteristics that can be used to describe trustworthiness and a common way of defining the
vocabulary and characteristics will allow stakeholders to make a judgement as to whether a product,
service or technology meets the stakeholder expectations.

This document is primarily intended for use horizontally in an IT domain. It is applicable to all domains
in which IT is used.

The terms and definitions in subclause 3.2 are extracted from the ISO and the IEC vocabulary
repositories. Where multiple definitions are given, those that best fit the current context of
trustworthiness have been selected. For some characteristics, multiple definitions have been retained
for different domains.

The terms and definitions in subclause 3.3 are provided for completeness.
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Trustworthiness — Vocabulary

1 Scope

This document provides a definition of trustworthiness for systems and their associated services, along
with a selected set of their characteristics.

2 Normative references

There are no normative references in this document.
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